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COMMUNICATIONS SYSTEMS

I.  Lead Agency:

Emergency Management Agency

II. Support Agencies:
Fire Departments





Law Enforcement Agencies





Emergency Medical Services





Department of Public Works/Street Department





Board of Education





Emergency Communications (E 911) Board





Amateur Radio Emergency Services (ARES)





Radio Maintenance Shop

III. Introduction
      A.  Purpose

1.  The purpose of this subfunction is to provide radio, telecommunications, and data systems support to emergency response organizations during day to day and emergency operations.

      B.  Scope


1.  This ESF coordinates actions taken to assure the provision of radio, 


     telecommunications, and data systems support to local emergency response groups.


2.  Additionally, this ESF coordinates the restoration of communications capabilities


     and infrastructure to support recovery efforts and provides telecommunications


     for victims in affected areas.
IV. Policies
       A.  Local governments will utilize existing radio and telecommunications systems for routine


operations and, to the extent possible, for emergency operations.

 B.  Local emergency management organizations may utilize one of TEMA's frequencies (TMAC or Nationwide Mutual Aid Channels) for routine or emergency communications with the SEOC and the RCCs.

       C.  Local resources will utilize locally-owned communications systems for routine and 


emergency communications.  These frequencies are coordinated by ESF 2 for 


assignment and utilization during emergencies based on the situation(s) encountered.

V.  Situation and Assumptions
      A.  Situation


1.  Communication is an absolute necessity during emergency situations, and this need


     expands in proportion to the extent of the emergency.


2.  Present communications systems are, for the most part, adequate for low-impact 


     emergencies.  Major emergencies, however, may tax current systems beyond their 


     capabilities or may render them inoperable.


3.  Major disasters will damage, to some extent, the government and private sector 


     communications infrastructure.  This may cause the surviving portions of the system 


     to become overloaded.

      B.  Planning Assumptions


1.  Some portion of the private sector communications system(s) will be damaged in a


     disaster.  This damage will degrade local governments’ ability to make contact with


     needed emergency resources both in the local area and outside.


2.  Local agencies have the capability to conduct routine operations utilizing existing 


     communications systems.


3.  The state will make its communications resources available to local agencies if


     necessary during emergency operations.


4.  Private sector telecommunications providers will implement procedures to insure


     minimization of damage from any expected emergencies.


5.  Damage to communications systems may prohibit the adequate flow of intelligence


     information to the EOC. 




6.  Private sector telecommunications providers will have the capability of deploying


     mobile equipment to facilitate the restoration of emergency telecommunications


     capabilities.


7.  Key individuals may remain unaware of the extent of the emergency situation due


     to the degradation of local telecommunications systems.


8.  The ability to restore communications will determine, to a large extent, what types


     of emergency operations can take place in the affected areas.


9.  Private sector equipment and systems providers will make equipment available


     in an emergency in sufficient quantities to allow local emergency responders to 


     adequately handle most situations.

VI. Concept of Operations
      A.  General


1.  The ESF 2 Communications Systems Subgroup will be divided into three 


     components, each with its own lead coordinator under the ESF 2 Manager.


     a. Component 1 - Radio Communications

          (1)  Responsible for the coordination and repair of local radio systems.


     b. Component 2 - Telecommunications Systems

          (1)  Responsible for the coordination and repair of telecommunications



    (i.e., telephone) systems.


     c. Component 3 - Data Communications

          (1)  Responsible for the coordination and repair of data systems and circuits.


2.  Several communications systems are already in place across the county.  These


     range from the public switched telephone networks used by everyone on a daily


     basis, to elaborate radio networks Maintained by local emergency response agencies.


3.  The ESF 2 group in the EOC will coordinate the provision and restoration of 


     communications systems after a disaster.  


4.  The restoration of radio systems will be coordinated by and/or through ESF 2.  


     Restoration of the private telephone network will be jointly coordinated by the


     private sector telecommunications providers and ESF 2, with priorities as follows:


     a. Local EOC to State EOCs and other field sites, 



     b. Emergency numbers to local police, fire, and EMS providers,


     c. Numbers for local government and essential facilities, and

 
     d. Other numbers.

5.  Each agency owning or operating a communications system (of whatever type) is


     responsible for the security of their system(s) except during major emergencies,


     during which ESF 2 will assume this responsibility.

      B.  Organization and Responsibilities


1.  Emergency Management Agency

     a. Coordinate the Maintenance of radio and telecommunications systems in the 


          county.


     b. Maintain and implement redundant emergency communications capabilities


          between and among the EOC and other critical information sources (i.e., TEMA, 


          other counties, etc.).


     c. Manage ESF 2 during emergencies.


     d. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


2.  Fire Departments

     a. Maintain radio communications systems for in-house use.


     b. Make communications systems available to ESF 2 in emergencies.


     c. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


3.  Law Enforcement Agencies

     a. Maintain and maintain radio communications systems for in-house use.


     b. Make communications systems available to ESF 2 in emergencies.


     c. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


4.  Emergency Medical Services

     a. Maintain and maintain radio communications systems for in-house use.


     b. Make communications systems available to ESF 2 in emergencies.


     c. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


5.  Department of Public Works/Street Departments

     a. Maintain and maintain radio communications systems for in-house use.


     b. Make communications system available to ESF 2 in emergencies.


     c. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


6.  Board of Education

     a. Maintain and maintain radio communications systems for in-house use.


     b. Make communications systems available to ESF 2 in emergencies.


     c. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


7.  Emergency Communications (E 911) Board/Director

     a. Maintain, implement, and maintain county-wide 911 capabilities.

     
     b. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


9.  Amateur Radio Emergency Services (ARES)

     a. Provide assistance to local governments to enhance communications capabilities.


     b. Provide a representative to EOC for communications coordination during 


          emergencies.


     c. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


10.  Radio Maintenance Shop

     a. Maintain 24-hour response capability for repair of radio systems.

 VII. Mitigation and Preparedness Activities
      A.  Emergency Management Agency


1.  Conduct exercises and tests of county emergency communications systems.


2.  Maintain inventory of spare parts for use when components fail.


3.  Assist local agencies in maintaining improved communications capabilities.


4.  Coordinate the maintenance of local emergency radio, telecommunications and


     data systems.


5.  Maintain liaison with private/commercial telecommunications providers as well


     as equipment suppliers and sources of technical advice.


6.  Maintain and implement systems for secure communications between EOC, the


     TEMA Regional office and the SEOC.


7.  Maintain and maintain communications systems for use in the EOC during activations 


     (including provisions for security of systems and equipment).


8.  Maintain liaison with South Central Bell (or other local telephone service provider)


     and the appropriate cellular carriers to coordinate restoration requirements following 


     disasters that affect the county.

      B.  Fire Departments


1.  Maintain inventory of spare parts for radio systems.


2.  Conduct exercises and tests of radio communications capabilities.


3.  Provide EMA with locations of radio transmitters and frequency information.


4.  Maintain agreements with communications service providers for emergency repairs


     to communications equipment.


5.  Maintain and maintain countywide and regional networks and mutual aid systems.


6.  Provide communications frequencies to Tennessee Division of Forestry for use


     in coordinating mutual aid operations.


7.  Install state fire mutual aid frequencies in field radios, as well as EMS and other


     local frequencies as space permits.

      C.  Law Enforcement Agencies


1.  Maintain inventory of spare parts for radio systems.


2.  Conduct exercises and tests of radio communications capabilities.


3.  Provide EMA with locations of radio transmitters and frequency information.


4.  Maintain agreements with communications service providers for emergency repairs


     to communications equipment.


5.  Maintain and maintain countywide and regional networks and mutual aid systems.


6.  Install state mutual aid frequencies in field radios, as well as fire, EMS, and other


     local frequencies as space permits.

      D.  Emergency Medical Services


1.  Maintain inventory of spare parts for communications systems.


2.  Conduct exercises and tests of communications capabilities.


3.  Provide EMA with transmitter locations and frequency information. 



4.  Maintain agreements with communications service providers for emergency repairs


     to communications equipment. 


5.  Coordinate communications system improvements with regional EMS 


     communications center.


6.  Install state mutual aid frequencies in field radios, as well as fire, police, and other


     local frequencies as space permits.

      E.  Department of Public Works/Street Departments


1.  Maintain inventory of spare parts for communications systems.


2.  Conduct exercises and tests of communications capabilities.


3.  Provide department frequencies to Tennessee Department of Transportation units


     for use in coordinating mutual aid operations.


4.  Provide EMA with transmitter locations and frequency information.


5.  Maintain agreements with communications service providers for emergency repairs


     to communications equipment.

      F.  Board of Education


1.  Maintain inventory of spare parts for communications systems.


2.  Conduct exercises and tests of communications capabilities.


3.  Provide EMA with transmitter locations and frequency information.


4.  Equip department-owned busses with radios for local use and for use in coordinating 


     evacuation operations.


5.  Maintain agreements with communications service providers for emergency repairs


     to communications equipment.

      G.  Emergency Communications (E 911) Board/Director

1.  Maintain and maintain 911 database for county.


2.  Provide assistance to local EMA and other agencies in Maintaining improvements 


     to local communications systems to the extent possible.

       H.  Amateur Radio Emergency Services (ARES)


1.  Maintain and implement plans for support of communications requirements on a


     local and regional basis (Local ARES Plan)


2.  Assist local government emergency organizations by providing instruction in the 


     capabilities and functions of ARES and its allied organizations.


3.  Provide communications capabilities to link National Weather Service offices to


     local emergency management agency.

      I.  Radio Maintenance Shop


1.  Maintain agreements with local emergency response organizations for providing


     24-hour radio maintenance capabilities.


2.  Install, test, and maintain emergency communications systems.

VIII. Response and Recovery Actions
      A.  All Tasked Agencies


1.  Send ESC's to EOC as requested by EMA.


2.  Attend briefings, coordinate activities with other participant organizations.


3.  Set up work area(s), report needs to EOC Readiness Officer, and initiate response/


     recovery activities as dictated by situation.


4.  Maintain logs of activities, messages, etc.


5.  Initiate internal notification/recall actions.

B.  Emergency Management Agency


1.  Assess impact of emergency on EMA and local emergency communications systems


     including radio, telephone, facsimile, and data capabilities.


2.  Collect intelligence from other ESF 2 organizations and allied agencies and 


     forward to ESF 5.  


3.  Assess impact of emergency on local emergency services communications 


     capabilities and initiate procedures with other ESF 2 organizations to correct any


     identified deficiencies as soon as possible.


4.  Assess impact of emergency on civilian communications capabilities and determine


     based on information provided by other ESF 2 organizations:


     a. Extent of damages


     b. Extent of outages


     c. Approximate length of time outages are expected to persist


     d. Any special resource needs of the ESF 2 support organizations.


5.  Provide estimates to Direction and Control units and ESF 5 as to when local 


     emergency organizations can expect to be brought back on-line.


6.  Coordinate the use of all emergency communications capabilities.


7.  Arrange for repairs to damaged communications equipment.


8.  Initiate communications with TEMA Regional EOC and the emergency management 


     organizations of the surrounding counties to coordinate operations and intelligence.


9.  Establish contact with local telephone service providers (including cellular carriers)


     to determine approximate outage duration.  Coordinate restoration of local service


     as provided in pre-established cooperative agreements.

      C.  Fire Departments


1.  Determine impact of emergency on communications systems and initiate repair 


     operations.


2.  Utilize communications systems to pass along intelligence information from field units 


     to ESCs in the EOC.


3.  Allow EMA and other agencies as necessary to utilize communications systems, 


     equipment, and personnel to convey emergency information.


4.  Implement policies concerning use of communications systems in major 


     emergencies, if appropriate.

      D.  Law Enforcement Agencies


1.  Determine impact of emergency on communications systems and initiate repair 


     operations.


2.  Utilize communications systems to pass along intelligence information from field units 


     to ESCs in the EOC.


3.  Allow EMA and other agencies as necessary to utilize communications systems, 


     equipment, and personnel to convey emergency information.


4.  Implement policies concerning use of communications systems in major 


     emergencies, if appropriate.

      
5.  Utilize THP Intercity network and mutual aid frequencies to obtain information from 


     and disseminate information to other law enforcement agencies.

      E.  Emergency Medical Services


1.  Determine impact of emergency on communications systems and initiate repair 


     operations.


2.  Utilize communications systems to pass along intelligence information from field units 


     to ESCs in the EOC.


3.  Allow EMA and other agencies as necessary to utilize communications systems, 


     equipment, and personnel to convey emergency information.


4.  Implement policies concerning use of communications systems in major 


     emergencies, if appropriate.


5.  Notify Regional EMS Communications Center of status of local EMS communications


     systems and implement policies/procedures for assisting hospitals and other agencies 


     whose EMS communications systems are inoperable.

      F.  Department of Public Works/Street Departments


1.  Determine impact of emergency on communications systems and initiate repair 


     operations.


2.  Utilize communications systems to pass along intelligence information from field units 


     to ESCs in the EOC.


3.  Allow EMA and other agencies as necessary to utilize communications systems, 


     equipment, and personnel to convey emergency information.


4.  Implement policies concerning use of communications systems in major 


     emergencies, if appropriate.


5.  Utilize communications capabilities with Tennessee Department of Transportation to 


     coordinate mutual aid operations as required.

      G.  Board of Education


1.  Determine impact of emergency on communications systems and initiate repair 


     operations.


2.  Utilize communications systems to pass along intelligence information from field units 


     to ESCs in the EOC.


3.  Allow EMA and other agencies as necessary to utilize communications systems, 


     equipment, and personnel to convey emergency information.


4.  Implement policies concerning use of communications systems in major 


     emergencies, if appropriate.

        H.  Emergency Communications (E 911) Board


1.  Provide technical assistance with the operation of the 911 system.


2.  Maintain liaison with South Central Bell to rectify any 911 system operational


     problems.

       I.  Amateur Radio Emergency Service (ARES)


1.  Implement local and regional ARES plans, as appropriate.


2.  Provide communications support to local government.


3.  Provide communications links to areas outside local area for transmission of


     critical information.

       J.  Radio Maintenance Shop


1.  Repair radio communications system as requested by EMA or other emergency


     services organization.


2.  Provide recommendations to radio owner agency concerning mitigative measures


     that could be taken to prevent recurrences of encountered problems.

IX. Training
      A.  All training relative to this ESF is provided in-house by each of the organizations tasked


herein.  Periodic communications exercises conducted by EMA and other local 


agencies test the communications systems' ability to recover from damage that results


from various types of emergencies.
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WARNING

I.  Lead Agency:

Emergency Management Agency

II. Support Agencies:
Law Enforcement Agencies





Fire Departments





Department of Health





Amateur Radio Emergency Service (ARES)





Local Media/Broadcasting
III. Introduction
      A.  Purpose


The purpose of this subfunction is to provide a warning system capable of disseminating


adequate and timely warnings to the public and to government officials in the event 


of an emergency or impending emergency.

      B.  Scope



This annex prescribes the warning mechanisms utilized by the EMA and other local


organizations in providing warnings concerning emergencies that may affect the county 


or its citizens.

IV. Policies
      A.  The Emergency Management Agency is responsible for managing the warning functions 


connected with emergencies and disasters that may affect this county.  All warnings 


issued by any local, state, or federal agency concerning an impending emergency will be 


coordinated by the EMA.

      B.  Warnings are not issued unless directed by a federal agency (e.g., the National


Weather Service, etc.), the Governor or his designated representative, or an

 
authorized local official after having evaluated the situation and determined that a 


warning should be issued.

      C.  Local agencies having their own communications systems will relay warnings to field 


offices and personnel over their communications systems.

V.  Situation and Assumptions
      A.  Situation


1.  The need to warn the public and/or emergency agencies of impending danger 


     could arise at any time.  To reduce the potential for loss of life and damage to 


     property, adequate and timely warnings must be provided.


2.  Residents of the county are occasionally subjected to severe weather conditions,


     hazardous materials incidents, and other events that require the dissemination


     of warnings.


3.  There are numerous facilities within the county (i.e., hazardous materials facilities)


     that, should an accident occur, would require the issuance of warnings to citizens in 


     the surrounding neighborhoods.


4.  The occurrence of fire, criminal incidents, and other dangerous situations will, in


     some instances, require the issuance of warnings to prevent unnecessary injury 


     to potentially affected populations.

      B.  Planning Assumptions


1.  A warning period will be available for most emergency situations although the


     amount of lead time will vary from hazard to hazard.


2.  Mechanisms will be in place to deliver the warnings to the citizens and government


     officials within the county.

VI. Concept of Operations
      A.  General


1.  The most commonly issued warnings are for severe weather situations such as


     severe thunderstorms, tornadoes, flooding, winter storms, etc.  Hazardous


     materials incidents may also require the issuance of warnings.


2.  The Emergency Management Agency is the central point in county government


     for the collection of information regarding emergency situations.  As a result, the 


     EMA is the primary warning point for the county concerning emergency situations.  


3.  Reports of emergencies may come from local emergency response organizations, 


     private citizens, state or federal agencies, or industry.


4.  The National Weather Service is responsible for the issuance of warnings to the


     civilian population concerning weather-related phenomena.


5.  The Emergency Management Director is responsible for dissemination of warnings 


     to local emergency response agencies.


6.  The Emergency Management Agency can access the Emergency Alert

     System for the delivery of emergency warning information.

      B.  Organization and Responsibilities


1.  Emergency Management Agency

     a. Maintain a 24-hour primary warning point for the receipt of warning information.


     b. Disseminate warnings received over the appropriate mechanisms available for 


          such activities.


     c. Provide overall coordination of local warning system.


     d. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


2.  Law Enforcement Agencies

     a. Serve as alternate warning point (County Sheriff’s Office).


     b. Issue warnings as required by local activities.


     c. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.   




3.  Fire Departments

     a.  Issue warnings as required by local activities.


     b.  Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.    




4.  Department of Health

     a. Issue warnings concerning local health issues when required.


     b. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


5. Amateur Radio Emergency Service (ARES)

     a. Responsible for the Maintaining local and regional ARES plans that include 


          provisions for the dissemination of warnings.


     b. Provide communications capabilities linking local EOCs with National Weather


          Service offices when possible.


     c. Complete the requirements listed in the Mitigation/Preparedness section and


          be prepared to implement the requirements of the Response/Recovery section.


6.  Local Media/Broadcasting

     a. Activate EAS system as requested by appropriate local emergency officials.

VII. Mitigation and Preparedness Activities
      A.  All Tasked Agencies


1.  Maintain procedures for warning agency offices and field units of impending 


     emergency situations.

      B.  Emergency Management Agency


1.  Maintain and maintain warning systems for use during emergencies.


2.  Assist local agencies and media with public education programs outlining the proper 


    use of the warning systems and the meanings of the warnings issued through those 


    systems.


3.  Periodically test and exercise local warning systems.


4.  Maintain standardized format and SOPs for the issuance of warnings through the


     local warning networks.


5.  Assist with maintaining of local and regional EAS plans.  Assist with the


     exercising of the EAS system.  Coordinate EAS with the media.


6.  Investigate the possibility of Maintaining other warning systems not currently in


     place.


7.  Provide essential personnel with pagers or similar notification means.

      C.  Law Enforcement Agencies


1.  Maintain county warning point and notify EMA of any malfunctions.


2.  Maintain SOPs governing the relay of information from field units about Maintaining


     emergency situations to the EOC.


3.  Provide essential personnel with pagers or similar notification means.


4.  Maintain policies and procedures for issuing warnings associated with law 


     enforcement activities.

      D.  Fire Departments


1.  Maintain SOPs governing the relay of information from field units about 


     emergency situations to the EOC.


2.  Provide essential personnel with pagers or similar notification means.


3.  Maintain policies and procedures for issuing warnings associated with fire service


     activities.

      E.  Amateur Radio Emergency Service (ARES)


1.  Maintain SOPs governing the relay of information from field units about

     emergency situations to EOC.


2.  Maintain local and regional ARES plans describing the deployment of personnel to 


     various sites and the dissemination of warning information over the ARES network.

VIII. Response and Recovery Actions
      A.  All Tasked Agencies


1.  Disseminate warnings to agency offices and field units.


2.  Relay information from field units concerning emergency


     situations to the EOC.

      B.  Emergency Management Agency


1.  Disseminate warnings to the public and local officials through appropriate means.


2.  Activate the EAS if necessary and appropriate.


3.  Maintain logs of warning activities.

      C.  Law Enforcement Agencies


1.  Disseminate warnings over radio network if appropriate.


2.  Issue warnings concerning local law enforcement activities through appropriate 


     means.

      D.  Fire Departments


1.  Disseminate warnings over radio network if appropriate.


2.  Issue warnings concerning local fire service activities through appropriate means.

      E.  Department of Health


1.  Issue warnings concerning potential local health problems through appropriate 


     means.


2.  Disseminate warnings over NOAA Radio Network.


3.  Activate EAS if necessary.


4.  Keep EMA advised of changes in weather conditions and the potential for the


     recision or continuance (or upgrade) of warnings issued by NWS.


2.  Keep EMA advised of changes in conditions and the potential for recision, 


     continuance, or upgrade of warnings issued as a result of events at TVA facilities.

      F.  Amateur Radio Emergency Service (ARES)


1.  Disseminate warnings in accordance with local and regional ARES plans.


2.  Relay information from field personnel concerning emergency situation to NWS


     or other warning-issuing agency.

    G.  Local Media/Broadcasting

1.  Activate EAS systems as requested by state or local officials.

IX. Training
      A.  All training associated with the issuance of warnings is provided in-house by the


respective agencies.

      B. the National Weather Service and TEMA, as well as the local emergency management 
agency provide public education materials and talks concerning the watches and 


warnings issued by the National Weather Service, especially during National Severe 
Weather Awareness Week in March of each year.  The NWS provides instructional 
materials to the general public upon request.  These materials describe the meanings of 


the various types of watches and warnings issued by the agency.

      C.  The Tennessee Valley Authority and the U. S. Department of Energy provide detailed


public education materials to persons living in communities surrounding their


facilities.  This material provides details on interpretation of warnings issued through


siren systems and the EAS networks during emergencies.
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APPENDIX 3 TO ESF 2

County COMMUNICATIONS CAPABILITIES
http://www.radioreference.com/apps/db/?ctid=2435


APPENDIX 4 TO ESF 2

INSERT LOCAL HAM CLUB PLAN
APPENDIX 5 TO ESF 2

Map or Descriptive  WARNING SIREN LOCATIONS
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